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It has been brought to the attention of the CCSC that GSA's Office of Charge Card Management received
an email from a federal employee who was contacted by an automated calling service that asked for
card account information. US Bank has assured us that when cardholders are contacted by the bank,
bank employees will properly identify themselves and will not ask for account related information until
proper identification occurs.

Please remind cardholders to report any phishing scams or any other activity that appears to be
fraudulent in nature to US Bank, fraud help@usbank.com, 1-877-595-6256. We also encourage
cardholders to share any information about fraudulent activity with their LAPC.

If you have any additional questions or concerns, please email ccsc@da.usda.gov for immediate
assistance. Thank you for your attention to this important matter.




